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1
Decision/action requested

This paper provides information on and needs for a new SID on network slicing security.
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3
Rationale

3.1


RAN Status

[image: image1.emf]In 3GPP TSG RAN #86 in December 2019, a new study on network slicing has been approved, i.e. “Study on enhancement of RAN Slicing” [1].  Both RAN2 and RAN3 will be involved in the study and the following objectives are targeted in the study [1-2]:
1. Study mechanisms to enable UE fast access to the cell supporting the intended slice, including [RAN2]

a. Slice based cell reselection under network control
b. Slice based RACH configuration or access barring
2. Study necessity and mechanisms to support service continuity, including [RAN3]

a. For intra-RAT handover service interruption, e.g. target gNB doesn’t support the UE’s ongoing slice, study slice re-mapping, fallback, and data forwarding procedures. 
Observation 1:  It is expected that slice information will be exchanged between UE and RAN in order to provide “fast access”. The potential security threats or privacy concerns should be investigated and addressed, if any. 
3.2


SA2 Status
In 3GPP TSG SA #134 in June 2019, SA2 has initiated a phase 2 study on network slicing “Feasibility Study on Enhancement of Network Slicing Phase 2” [3]. This study is initiated and in response to the request from GSMA to define Generic Slice Template (GST) [4], in order to standardize performance bounds or system parameters, e.g. the maximum number of UEs/PDU sessions/devices or the maximum UL or DL data rate can be supported per network slice etc. 
As of January 2020, SA2 has studied several key issues [5], not only the quotas of the performance bounds above, but also quota related procedures and features, e.g. event notification, dynamic adjustment, cell selection, PLMN selection in roaming, simultaneous use of the network slice. 
Observation 2:  Some key issues and proposed solutions identified in SA2 study involve enhanced procedures and features. The security aspects or potential security risks need to be studied by SA3.  Security related GST parameters should also be investigated and identified, if any. 
4
Detailed proposal

Proposal: Based on the observations above, it is proposed to initiate a SA3 study on the security aspects of works for studies in RAN and SA2. 
